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> Executive Summary

The Digital Personal Data Protection (DPDP) Act, marks a national shift toward responsible and
transparent data use. For organizations, this means moving beyond basic data security to a structured,
fully-governed privacy framework.

> 1. What is the DPDP Act?

The DPDP Act is India’s flagship legislation governing the collection, storage, processing, and sharing of
digital personal data.

It protects the rights of individuals (“Data Principals”) and defines obligations for organizations (“Data
Fiduciaries”).

Key Principles of the Act Who Does It Apply To?
* Consent-first processing e Indian and global entities processing data of
e Purpose limitation Indian citizens
 Data minimization N e Financial services, healthcare, telecom, e-
° Tronspdrency and accountability commerce, IT/ITES, HR systems, BFSI, mobility
* Sgcun’ry sofegua.rds. platforms, apps, websites, and more
* Rights of Data Principals e Government and private sector institutions

The Act signals that privacy is no longer optional — it's a business mandate.

> 2. What Do Organizations Need to Comply With?

DPDP compliance spans people, processes, and technology. Below are the core requirements simplified
for enterprise leaders:

) , ¢ Organizations must provide mechanisms to: * Appoint a Data Protection Officer (DPO) (for
¢ Obtain clear and informed consent * Access personal data Significant Data Fiduciaries)
¢ Provide simple, transparent notices * Request correction or erasure  Maintain Records of Processing Activities (ROPA)
* Maintain records 9]( SIMEL e File complaints ¢ Conduct Data Protection Impact Assessments
* Enable consent withdrawal ¢ Appoint a nominee to act on their behalf (DPIA)

¢ Manage vendor compliance

d. Security & Breach Management ©- Data Lifecycle Management f. Cross-Border & Third-Party Compliance
i ¢ Collect only what is necessary e Transfer personal data only to approved
e Implement reqsor-mble security safeguards * Enforce data retention rules jurisdictions
° Prevgn’r unuu’rhorlze.d e ¢ Delete data once purpose is fulfilled e Ensure partners and outsourced vendors meet
e Monitor data handling activities o Maintain audit trails DPDP obligations
e Report breaches to the Data Protection

Board
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> 3. Timelines for Compliance

While the Act will roll out enforcement in phases, enterprises are expected to begin readiness

proactively.
Phase 1 (0-3 months) Phase 2 (3—-9 months) Phase 3(9-12 months)
® o ® .
Awareness & Assessment Implementation Operationalization
e Understand DPDP * Roll out consent and notice ¢ Run DPIAs
requirements mechanisms * Monitor data activities
e Identify personal data across e Deploy data retention and deletion e Conduct readiness audits
systems workflows e Build breach-response
 Evaluate current processes,  Put governance structures and DPO playbooks
technology, people and responsibilities in place e Train employees
identify gaps o Standardize Data Principal request

handling

Starting early reduces risk and minimizes future business disruption.

> 4. How RSutra Helps Enterprises Achieve DPDP Compliance

RSutra provides a structured, technology-driven, compliance-focused approach to accelerate your
compliance journey.

a. DPDP Readiness Assessment b- Consent & Notice Automation  c. Data Lifecycle Governance

i ¢ API-driven consent capture across ¢ Intelligent data discovery
* End-to-end data discovery applications ¢ Automated retention and deletion rules
° Gop-dssessmen’r cigel TR e Automated notice generation  Access control workflows
LT e Consent logs and dashboards for audit e End-to-end auditability
e Risk scoring and prioritization matrix readiness

d. Data Principal Rights Automation - Policy, DPIA & Reporting Framework f. Continuous Monitoring with Al

) ) e Templates for policies, ROPA, and DPIA e Anomaly detection
Using GenAl and RPA: f . e Compliance dashboards e Data-flow monitoring
o Automate access/correction/deletion * Breach response workflows « Risk alerts and compliance scoring

requests
o Validate identity
o Track response timelines
e Maintain compliance records

» Connect With Us

» Engage with our team for end-to-end guidance on your DPDP readiness.

* We will define a structured and actionable DPDP compliance roadmap tailored to your
enterprise.

» Our experts support compliance implementation across operational, organizational, legal,
and technology domains.
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